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Electrification is a critical element of sustainability 
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But what about the risks of outages? 
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We have built a reliable system 

United States Europe 
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Resilience not the same as Reliability   

Equipment and Protection 

System Failures 

Weather 

Events 

Cyber Events 

Solar Storms 

Electro-Magnetic Pulse 



6 
© 2017 Electric Power Research Institute, Inc. All rights reserved. 

Storms - Just this year 
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Cyber Security 
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Physical Security 
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Electro-Magnetic Pulse (EMP) 

Impacts and Risks Mitigation, Hardening 

and Recovery 

Decision Support EMP Vulnerability Trial Implementation 

Threat 

Characterization 

Benefits and 

Stakeholder 

Communication 
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Improving Grid Resilience – Multiple Approaches 

Prevention 

Response 

Customer 
Resilience 
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Investing in the Grid – Grid Hardening and  

Grid Modernization 

Vegetation 

Management 

Insulated Conductors and Steel/Concrete Poles 

Undergrounding 

Sensors and Automation 
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Using technology to respond faster 
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New approach – advanced energy communities 

Local energy systems can incorporate 

local storage, generation, and 

advanced energy management to 

optimize energy use while also 

providing local resilience.  
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Combining IT and OT –  

Integrated Threat Analysis Facility (ITAF) 

Physical Security 

IT Cyber Security 

OT Cyber Security 
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The Vision – An Integrated Grid 

The Integrated Grid Enables Optimization of Local and Central 

Resources with Customer Needs 

Integration of: 

Electricity, 

Telecommunications, 

and Customer Local 

Energy Networks  
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Together…Shaping the Future of Electricity 




